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HealthShare Consent Services

• HealthShare provides built-in flexible consent 

management. Consent is enforced in two general ways: 

– Patient matching: When the Hub receives a request for 

matches, the Hub returns only those patients who have agreed 

to be listed in the MPI 

– Clinical data: When a Gateway receives a request for data for a 

specific patient, the Gateway returns only those portions of the 

records that the patient has agreed to share 

• The system can be configured to either require explicit 

consent by each patient or to assume consent unless the 

patient explicitly specifies otherwise. 



Consent Scenarios

• Patient grants access to PCP

• Patient grants access to Specialist

• Patient grants access to sensitive information 

to  Specialist



Patient grants access to PCP

• Patient “John Smith” came in to see Dr. X for the first 

time

• John signed a consent form to allow Dr. X to access his 

record

• Dr. X can now search for “John Smith” and view his 

clinical record



Patient grants access to PCP
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Patient grants access to Specialist

• Patient “John Smith” went see Dr. Y for the first time

• John signed a consent form to allow Dr. Y to access his 

record 

• Dr. Y can now search for “John Smith” and view his 

clinical record



Patient grants access to PCP
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Patient grants access to sensitive information to  

Specialist

• Dr. Y ordered HIV test for John Smith, the result came 

back negative

• John does not want other doctors (including his PCP Dr. 

X) to see this test result 

• John signed a consent form to allow ONLY Dr. Y, his 

specialist, to access his HIV lab results

• Dr. Y can see John’s full record but Dr. X can only see 

John’s record with the HIV test results filtered out



Patient grants access to PCP
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Questions?



Appendix A – HealthShare System-wide Consent 

Policies Management Portal



Appendix B – HealthShare Patient MPI Consent 

Policies Management Portal



Appendix C – HealthShare Patient Clinical 

Information Consent Policies Management Portal


